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Procedure SetDataHexBlock(const sVID: WideString; const sPWD: WideString; Start:
Word;DatalLen: Word; const DataHexBlock: WideString);
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Function GetDataByte(const sVID: WideString; const sPWD: WideString; Address:
Word): Byte;
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Function GetDataBlockStr(const sVID: WideString; const sPWD: WideString; Start:
Word;DatalLen: Word): WideString;
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Function GetDataHexBlock(const sVID: WideString; const sPWD: WideString; Start:
Word;DataLen: Word): WideString;
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Function GetEncryption(const sVID: WideString; const sPWD: WideString; const
sPData: WideString;Repetition: Word): WideString;
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Function GetDecryption(const sVID: WideString; const sPWD: WideString; const
sCData: WideString;Repetition: Word): WideString;
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Function ConvDelimiteredStringToString(const strDCnv: WideString;const ALen:
Word=16;const Sep: WideString="."): WideString;
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Function ConvStringToDelimiteredString(const strCnv: WideString;const ALen:
Word=16;const Sep: WideString="."): WideString;
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Function ConvHexStringToDelimiteredString(strHCnv: WideString;const ALen:
Word=16;const Sep: WideString="."): WideString;
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Function ConvDelimiteredStringToHexString(const strDCnv: WideString;const ALen:
Word=16;const DSep: WideString=".";const HSep: WideString=""): WideString;
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Function ConvStringToHEXString(const strCnv: WideString;const ALen:
Word=16;const Sep: WideString=""): WideString;
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Function ConvHEXStringToString(strHCnv: WideString;const ALen: Word=16):
WideString;
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Procedure SetUserPWD(sOUPWD,sUPWD:WideString);
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Procedure SetUserKEY (sUPWD,sNKEY:WideString);
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Function GetTimerCounter: integer;
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Procedure Activate(ActivationCode: WideString);
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Procedure DecreaseCounter;
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Function RSAEncrypt(KeyType: Integer; const sPData: WideString; const sUPWD:
WideString;const sKey: WideString): WideString;
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Function RSADecrypt(KeyType: Integer; const sCData: WideString; const sUPWD:
WideString;const sKey: WideString): WideString;stdcall export;
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Function GetPublicKey(const SerialNo: WideString; const ConsoleURL: WideString):
WideString;stdcall export;
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Function GetHashStr(HashType: Integer; const sPData: WideString):
WideString;stdcall export;
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Function GetSignature(const sUPWD: WideString; const sPData: WideString;
HashType: Integer;const sPrivateKey: WideString): WideString;stdcall export;
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procedure VerifySignature(HashType: Integer; const sPData: WideString;const
sSignature: WideString; const sPublicKey: WideString);stdcall export;
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function SetRSA(const sUPWD: WideString; KeyLength: Integer): WideString;
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property ErrDescr: WideString
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property ErrDescrFA: WideString

39 g0 33 g Mg 0 Property ¢l Gusb jl «duli» 6olS CuiS b Cacl 3890 12l Wjguo s> @ilgs
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DeviceName gRiw> 62D > oduwg PL

property DeviceName: WideString
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DeviceVer gRLw> 62y S eduwg Uiy

property DeviceVer: WideString
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DeviceSerial 92> o S oluwg JU juw 0 jlasis

property DeviceSerial: WideString
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SelectedName

ol Rl aluwg PL

property SelectedName: WideString

D350 glad | 630 (pbwlud eluwg PL property ¢l SelectDevice I eslaiwl jl Guo
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SelectedVer
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property SelectedVer: WideString
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SelectedSerial

O ITIL.Z:EJI O.L:_ng LJL!JJJJ OJLOJ:;:J

property SelectedSerial: WideString
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<7php

.

["TzerSerial™]==""
cho "glaegs™;

m

1=

L

cho{ ["UserFullname™]."™ (". ["UserSerial™]."™)");
e

‘Register.php

plo dud

I | ol
|.=953I_u_il:';):l.i
,\.'.‘.+s|JLJH oo

I ol ALl Jote gy anlid Ao oS )0 53 el i ) 2L S 8l 8
S50 33 35 okl Al s agas LIS O LIS 035 L oS e STl i) 5
Aol 35l Dlasln D so (pl p8 53 558 0 Sl 4 Slaskde (il el SIS alll &S
33,8 o aslsl SO

S o S | e 4 Juate sl anli sluss &S gl javascript &b «Check_Lock()

Sy Sl SN S 055 L S as e | el 513 e ges A0S U ol LoadPublic()

function LoadPublic()

! if (pluginWL(}.GetDeviceCount()>1)
: pluginlL() .5electDevice (devSerials[RegForm.devs.selectedIndex] )
}z‘\echrm.I-‘u.blic?:ey.value——gluginNL(J .GetPublicKey (pluginlL () .GetSerial (}) -
if (pluginWL(}.ErrMNo) alert('Error in getting public key:'+pluginWL().ErrDescr);
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2
if [ §_POST["Lewel™]=="next"]
i
f#herial=5 POST["devferial™];
if (g%erial=="")
g3erial=§ POST["dewvs"];
fon=odbe_connect("dasauple™, ", ")
sra=odbc_exec(fcn, " delect * from thPersons where Tokenderial='".gderial.”'"):
if {!odbc_fetch_row(srs))
i
§5ql="INZERT INTO thPersons( FNawme, LName, TokenBerial, TokenPublicKey)
VLLUES('".5_POST[Fname].”','".§_POST[Lname].™','".§83erial.”' ,'".5_POST[PublicKey]."')":
odbc_execifon,ssql):
gerrs="oo S alo o ooidge alEl u)
}
elae
i
§5ql="Update thPersons set FName='".§ PO3T[Fname]."”', LName='".§ PO3T[Lname].”™',
TokenPublicKey="'".4_POST[PublicKey].”' Where Tokenferial='".§8erial.”'";
odbc_execifon,ssql):
gerrs="o, e Jlogwe 905 oo vad ogo. ohakde by da g ')
}
+
e

:Charge.php

dolid sl s 2959 slafel jHLd JU
OTP t;j_} 39 palaiwl Og=

5“.---- | Qwlivi 948 30,

R 3939 slisl slasi

AES Sl suam S g [

A g 1 A e Sy il d g3 pe Al

OTP s, 25,55 Sz Slasl 5L

L Gl IS o) 4wl Hsee jo) Sl 35000 0305 Raled o3 (pl L 35 50 anld &S S50 o
AES o, SILOTP s, a0 3555 ol I8 55,55 5ldad ST line 4y 3555 slael sl 55 5515
23 kel Jas 550 4aSs (605 SIS L oS G pa 1 0T S (15 e bl 534S Sl ol
35 o ol

03,50 S5 AES ol L WIS s 15 sie il 5 GoGenerate() <b 5L AS 055 4
&b ol J=1s 51 GenerateNew() &b o S Ll S Ol sl ol LT & LS o S il

Aas e <=L>_u'| L o2 oleel s GU ol ss o Sl



O dmin 0363 awlisb )1 aslaiw) slain))

function GenerateNew ()
{

ciph = pluginNL() .GetEncryption('0.0.0.0",dtPWD,pln,1);

if (pluginNL () .ErrNo!=0)

{
alert (' oy audss yo Lhs: '"+pluginNL() .ErrDescrFA) ;
return;

}

xml.open ("GET","/ds-php/OTP-PHP/SubmitOtp.php?

Serial="+0TPCH.Serial.value+"&OtpO="+pln+"&OtpA="+ciph, false);

xml.send () ;

if (xml.status!=200)

{
alert ("lLs 4iojey oo o Lhs:'t+xml.statusText);
return;

}

pln = ciph;

tblLevel.width=Math.floor (i*pRatio);

if (i++<cnt) setTimeout ('GenerateNew();',1);

else

{
alert ("wswy ooy 4 posliiel )
OTPCH.doBTN.disabled =false;
doWork=false;

}

function GoGenerate ()
{
doWork = true;
OTPCH.doBTN.disabled=true;
if (pluginNL () .GetDeviceCount ()>1)
{
pluginNL () .SelectDevice (devSerials[OTPCH.devs.selectedIndex]) ;
OTPCH.Serial.value =devSerials[OTPCH.devs.selectedIndex];
}
var Rndlée='";
dtPWD=pluginNL () .ConvStringToDelimiteredString (OTPCH.PWD.value, 16, '.");
if (OTPCH.NewAES.checked)
{
Rndlé6+=Math.floor (Math.random() *256) ;
for (var j=1;3<16;j++)
Rndl6+="'."+Math.floor (Math.random () *256) ;
pluginNL () .SetUserKEY (dtPWD, Rndl6) ;
if (pluginNL() .ErrNo!=0)
{
alert ('uous> wlS uass o Lhs: '"+pluginNL() .ErrDescrFA);
return;
}

}
cnt=25+0TPCH.Credit.selectedIndex*25;
pRatio=200/cnt;
Rndlé="'";
Rndlé6+=Math.floor (Math.random() *256) ;
for (var j=1;3<16;j++)
Rndl6+="'."+Math.floor (Math.random () *256) ;
pln=Rndl6;
xml.open ("GET","/ds-php/OTP-PHP/SubmitOtp.php?
tTime="+Date () +"&Serial="+0TPCH.Serial.value+"&Action=DeleteAll", false);
xml.send () ;
if (xml.status!=200)
{
alert (' J3 sls 4iojey Gi> yo Lhs:'+xml.statusText);
return;
}
tblLevel.width=2;
i=1;
GenerateNew () ;

:OTP/index.php
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if

{

[§Lewel==2 )

§0TPans=5 POST["O0TPreply™]:
gierial=5_POST["Serial™]:
if (§3erial=="")
i
§8erial=5 POST["dews"]:
}
gocn=odbc_comnect|"dssanple™,"™ ,"");
55ql="3ELECT otp.id, Per.id as PID,per.TokenPublicKey,per.Flane, per.LName FROM thPersons
per INNER JOIN thOTP otp ON per.ID = otp.PersonID WHERE (per.TokenSerial = '".§3erial.™')
ALND (otp.NewPass = '".40TPans.™') and [otp.used=0)7";
frs=odbc_exec(fon,sfsql);
if {!odbc_fetch_row(srs))

1
sErr=3;
flewvel=1;
¥
elzae
{

§_SESSION["Userderial™]=¢5erial;

§_BESAI0ON["pub”]=odbc_result($rs, "TokenPublicKey™);
§_HSESIION["UserID”]=odbc_resultisfrs, FID");
§_SESSION["UserFullname”]=odbc_resultifrs,"Flame™).” ".odbc_result(grs,”LNamne");
§5ql="Update thotp Set Used=1 Where ID=".odbc_resultisrs,”id"):
odbc_exec(scn,$sql)

#30L="3ELECT Count(*) as otpCNT FROM thPersons per INNEE JOIN thOTF otp

O per.ID = otp.PersonID WHERE (per.Tokenferial= '".g%erial.”™')] and (otp.used=0)";
f$ra=odbc_exec(fcon,s50L)

FotpCNT=o0dbe_resultif§rs, "otpCHT™) ;

«changePIN.php

PINCode yuis

|@Mﬁﬁm

|LbﬂﬁﬁJ
e

5

Sl

S o et IS a5 OF LSS 5 o 5508 3ay 5 Aad s 50, 038 3005

s o, 03l s ¢l ChangePIN() &b
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function ChangePIN ()}

{
if (PINForm.NewPINl.value!=FINForm.NewPINZ.value)
{

PINForm.NewPINl.value="";
PINForm.NewPIN2.value="";

alert("wiie syl of 51383 5 2323 eae 3a3.7)
}

glse if (PINForm.NewPIN1.wvalue=="'"

{
if (confirm{'Tosslad pubis JlS sar 3oy 2uelgd o Ladly I__.T 2ala Aadael JS8a L JLS spacian'))
{
pluginkiL () .SetUserPWD (pluginlL () .ConvStringToDelimiteredString (FINForm.CurrPIN.value, 16, '. "},
pluginlL () .ConvitringToDelimiteredString (FINForm. NewFINl.value,16,"."));
if (pluginWL().ErrMNo) alert{'.oss seaciay aud ya Lksr'\n'+pluginWL () .ErrDescr);
else alert{'adly juui3 seaeiay');
}
}
else
{

luginlL () . SetUserPWD (pluginNL () . ConvitringTolelimiteredString (PINForm. CurrFIN.value, 16, '. "),
Eluiinm..{: ConvitringToDelimiteredString (PINForm.NewPINl.value,l6,".")):
if (pluginNL().Errlo) alert({'..is seucisy aus 3 Lhsi\n'+pluginNL() .ErrDescr);
else alert('asdls 3uis3 jeaciay');

:Copmpose.php
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odbc_connect("dssample™, ", ") 2

g2ql="3elect ¥ from thPersons "}
sre=odbc_execifcn,ssql);

while {odbc_fetch row(fes))
i
E
T2 ; echo odbc_result($rs,"id")?:"

<# echo odbc_result{srs,"Fname”).” ".odbc_result(§rs,”Lname’) 2>

<?
'

&8 58, ¢l o AES p-:-ujf-” Shdas e el sl 05,8 ails s

function N_AESEncrypt()

V..:de o.iulw‘

J\..I:L: V.A)‘JL,QA‘ Qbﬁ du)}wﬂo‘jw;\

{
var FEndEey=new Arrav{3iZ);
for {(war i=0;i<32;i+t)
FndEey[i] =Math. floor{Math, randon{y 2565} 2
DataForm. Key. value=bytelirrayToHex (Fndkey) 2
AES Tnit{);
AES ExpandEey{FndEey) ;
var CI='';
var PL=DrataForm.Text.wvalue;
var block = new Arrav{le):
for {(var i=0;i<=Math.floor{{PL.length-1}/3) ;i++h
{
for{var j = 0; ] < 8 1+
{
block[3*2] = {(i*3+3=PL.length?0:PL.charCodedt{i*8+3)) % 2567
block[3*24+1] = Math.floor{{i*84+3>PL.length?0:PL. charCodeldt{i*34+3)) / 256)
}
AF3 Encrypti{block, EndHey):
CI+=hytedrrayToHex{block);
}
DataForm. Text.value=CI;
if {DataForm.chk3IGH. checked)
{
var CI='';
var FPL=DataForm.3ign.value;
var block = mew Arrav{le});
for {var i=0;i<=Math.floor{{PL.length-1) /l&} ;i++}
{
for{var j = 0; j < 16; J++)
block[3] = (i%16+3>PL.length?0:PL.charCodeit{iv16+3))
AE% Encrypti{block, FndKey):
CI+=bytedrrayToHex {block) ;
}
DataForm. 5ign.wvalue=CI;
}
AES Doned) s
}

JJ_A}‘}NSL;‘, oJlﬁ.Lw‘OpenSSL C\f’)b}f‘wﬁ ML’ als Jb.:’ai.) Lm\l.@.«:‘\sg)}wjé
VMS&&}:‘)LM\ JMJJ&JMJJC,\;
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<2
swerify=true;
if (g _POST["chk3IGH"]land (!§_POST["chk3ECEET"]1)
1
§sig=pack ("H*",§_POST["Sign"]):
jpubkeyid = openssl_get_publickey(§ SESZI0N["pub™]);
swerify=openssl werify(s_ POST["data™],$sig,spubkeyid, 0PENSSL_ALGO_MD5S ;
}
scn=odbec_connect ("dssample™, ",
if (§_POST["Lewel"]=="next")
i
if (gwerify)
i
§3gql="INZERT INTO thMails( SenderIl, ReceiwverID, Subject, Body, 3imm, aAsKey, ZJecured, Signed)
VALUES (. § SESSI0N[UserID].”,”.5 POST[rec].”,'".5 POST[Subject].”','™.5 POST[Text].”',
g _POST[Sign].”','".§_FOST[Key].”',0".§_POST[chkSECRET].",0".§_ FOST[chkSIGN].")";
frs=odbc_exec(§on,faql);
i
elae
i
ferr="cannot werify";
i
}
=

Inbox.php
asl el s

Sy gla 4l

w2 s st T [ sz
s | ol |2008-06-10 00:00:00|digital si yeh khosh d
»= | == [2008-06-10 00:00:00 welcome somayeh khoshnood

oSl

N [P QT@;,A 35 0kl g (5l sl 4SS5 53 Lpd g o3ls (hled p b ol 55 L3 sla sl
Jj.&@ C)l:-BOId

=7

§3q1="3ELECT thMails.ID, thMails.Zubject,thMails.Secured, thMails.3igned, thMails.CreateDate, thMails.Readed,
thPersons. Flane, thPersons.LName FROM thMails INNEER JOIN thPersons ON thMails. enderID = thFersons.ID WHERE
Ithails.ReceiverID = ".§_ SESSI0ON[UserID].” order by CreateDate desc™;

fcn=odbc_connect("dssample™, ", ")

§ra=odbc_exec(fcn,§3ql);

while (odbc_fetch row(§rs))
H

=
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<%if session("Userderial™)="" then%> l.g %
else
response.write(Session("UserFullnane™) & ("sSession("Userierial™) ™)™l
end if
3>
:Register.asp
Pl—" Ca_lJ
| |

| sstpits ot
Doy P8 s 2o

L8
B

ol s

SEL

b ool 3L Joate O g anlid L &S s 53 el anld I8 eU o Gl e ]
S5 03 3 gr o kil g bl 2 s LIS 0Ll A 035 L 5 S e SN s s
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S o S | e 4 Juate sl anli sluss &S gl javascript &G «Check_Lock()

Syd Pl B OMl WIS O35 L aS das e |y 4l 2 e ges LIS CU 2| ‘LoadPublic()

functicn LeoadPubklie()
! if (pluginWL () .GetDeviceCount () >1)

! pluginliL () .SelectDevice (devSerials [RegForm.devs.selectedIndex])

l}Rechrm. PublicKey.value=pluginNL() .GetPublicKey (pluginWL () .GetSerial());

if (pluginWL().ErrNo) alert('Error in getting public key:'+pluginNL () .ErrDescr);
i

o Slasiin (il atdll 3 5 SSL s Jb e osles STSL s Slasiin Cud w0 by o Ol s
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<%

if redquest("Lewel™)="next” then
Serial=request("devierial™)
if serial="" then Serial=recquest("dewvs")

Set cn=server.createcbject|"ADODE. connection’™)
cr. open 3QLenl
set ra=cn.execute["Select * from thPersons where Tokenferial='"s&3erials™'™)
if rs.eof thed
cn. execute ("IN3ERT INTO thPersons| FWame, LName, Tokenierial, TokenPublicEey)
"o " WALUES('"erequest ("Flame")&" ",
"rerequest (TLNane™) &' MM elerials™ ! " Marequest ("PublicKey™ 14T ")
errs="oo plo o oouFdge plflowa”

elzae
chn.execute ("Update thPersons set FNawme='"srecuestc("FNane™)&"', LName='"srequest("LName")&"',"s_
" TokenPublicEey='"srequest("PublicKey™ )47 ' Where TokenZerial='"sSerials™'"™)
errs="u, ¢ Jlogw Y8 oo vad ap. Slaasie by dg g L

end if

set ra=nothing
set cn=nothing
end if

5
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function GenerateNew ()
{

ciph = pluginNL() .GetEncryption('0.0.0.0",dtPWD,pln,1);

if (pluginNL () .ErrNo!=0)

{
alert (' oy audss yo Lhs: '"+pluginNL() .ErrDescrFA) ;
return;

}

xml.open ("GET","/ds/OTP/SubmitOtp.asp?

Serial="+0TPCH.Serial.value+"&OtpO="+pln+"&OtpA="+ciph, false);

xml.send () ;

if (xml.status!=200)

{
alert ("lLs 4iojey oo o Lhs:'t+xml.statusText);
return;

}

pln = ciph;

tblLevel.width=Math.floor (i*pRatio);

if (i++<cnt) setTimeout ('GenerateNew();',1);

else

{
alert ("wswy ooy 4 posliiel )
OTPCH.doBTN.disabled =false;
doWork=false;

}

function GoGenerate ()
{
doWork = true;
OTPCH.doBTN.disabled=true;
if (pluginNL () .GetDeviceCount ()>1)
{
pluginNL () .SelectDevice (devSerials[OTPCH.devs.selectedIndex]) ;
OTPCH.Serial.value =devSerials[OTPCH.devs.selectedIndex];
}
var Rndlée='";
dtPWD=pluginNL () .ConvStringToDelimiteredString (OTPCH.PWD.value, 16, '.");
if (OTPCH.NewAES.checked)
{
Rndlé6+=Math.floor (Math.random() *256) ;
for (var j=1;3<16;j++)
Rndl6+="'."+Math.floor (Math.random () *256) ;
pluginNL () .SetUserKEY (dtPWD, Rndl6) ;
if (pluginNL() .ErrNo!=0)
{
alert ('uous> wlS uass o Lhs: '"+pluginNL() .ErrDescrFA);
return;
}

}
cnt=25+0TPCH.Credit.selectedIndex*25;
pRatio=200/cnt;
Rndlé="'";
Rndlé6+=Math.floor (Math.random() *256) ;
for (var j=1;3<16;j++)
Rndl6+="'."+Math.floor (Math.random () *256) ;
pln=Rndl6;
xml.open ("GET","/ds/OTP/SubmitOtp.asp?
tTime="+Date () +"&Serial="+0TPCH.Serial.value+"&Action=DeleteAll", false);
xml.send () ;
if (xml.status!=200)
{
alert (' J3 sls 4iojey Gi> yo Lhs:'+xml.statusText);
return;
}
tblLevel.width=2;
i=1;
GenerateNew () ;

:OTP/index.asp
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<%

Err =d
Level=request | "Lewel™)
if Lewel=2 then

OTPans=request (" "0TFreply™)
Serial= requesti("Serial™)

set Cn=Server.createnobject("ADODE. connection™)
cr. open SQLonl
SQL="SELECT otp.id, Per.id as PID, per.FName, per.LName "& _
"FROM tbhPersons per INNER JOIN thOTF otp ON per.ID = otp.PersonID™e _
" WHERE (per.TokenZerial = '"sSerials™') AND (otp.NewPass = '""&0TPanse™') and (otp.used=0]"
! response.write SQL
set Ra=chn.execute(30L)
if rs.eof then
set Rs=nothing
set Cn=nothing
Err=3
Level=1
elae
session|"Userierial™)=%erial
sessionl " UserID™)=crs("PID™)
Zezsion( Userfullname™)=r=("Fllane™ ] +" "&Es (" Lname™)
ch.execute ["Update thotp Set Used=1 Where ID="&rs("ID™))
H0L="3ELECT Count(*) as otpCNT "& _
"FROM thPersons per INNER JOIN thOTP otp ON per.ID = otp.PersonID™s _
" WHERE (per.TokenZerial= '"g3erials™') and [(otp.used=0)"
set Ba=cn.execute (30L)

otpCHT=r= ("othCHT™
set Ra=nothing
set Cn=nothing
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function ChangePIN ()

{
if (PINForm.NewPINl.walue!=PFINForm.NewPINZ.value)
{
PINForm. NewPINl.value="";
PINForm. NewPIN2.wvalue="";
alert ("wites sl o 1283 5 2oan s 3ay.7)
}
else if (PINForm.MNewPINl.wvalus=='"
{
if (confirm{'Tosslas puBiy LS 50 3oy 2uelsd 0 Ledly |__.T 2asla el JE3a TS sparian’))
{
pluginlL () .S5etUserPWD (pluginlL () .ConvStringToDelimiteredString (FINForm. CurrPIN.value, 16, '. "},
pluginlL({) .ConvitringToDelimiteredString (FINForm. NewFINl.value,16,"."));
if (pluginWNL{}.ErrNo) alert{'..us seaciay au’ yo Lksir'n'+pluginWL({}.ErrDescr);
else alert{'adly uad3 yeaejiay');
}
}
else
{

luginlL(} . SetUserPWD (pluginlL () .Conv3tringTolelimiteredString (PINForm.CurrPIN.value, 146, '
EluiinNL{J LConvStringToDelimiteredString (PINForm. NewPINl.value,l6,"."});

if (pluginWNL().Errlo) alert('..is sgscie; ot ;o Lkir'\n'+pluginNL() .ErrDescr);

else alert({'adls ,uus3 yeaciay')s

'
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<%
S0L="3elect * from thPerszons where Tokenierial<>'"gsession("Userierial™)&"'"™
Set r3=ch.execute(30L)
while not rs.eof
E
Tek=ra (TIDT) § T Ck=rs [ TFnane” ) & "sre (" Lnane”) 5>

<%

LS. WOVENEXt
nretd
>

v.:SL;d o.iulw‘

function N_AESEncrypt()

{
var FEndEey=new Arrav{3iZ);
for {(war i=0;i<32;i+t)
FndEey[i] =Math. floor{Math, randon{y 2565} 2
DataForm. Key. value=bytelirrayToHex (Fndkey) 2
AES Tnit{);
AES ExpandEey{FndEey) ;
var CI='';
var PL=DrataForm.Text.wvalue;
var block = new Arrav{le):
for {(var i=0;i<=Math.floor{{PL.length-1}/3) ;i++h
{
for{var ] = 0; J < &2 J++)
{
block[3*2] = {(i*3+3=PL.length?0:PL.charCodedt{i*8+3)) % 2567
block[3*24+1] = Math.floor{{i*84+3>PL.length?0:PL. charCodeldt{i*34+3)) / 256)
}
AF3 Encrypti{block, EndHey):
CI+=hytedrrayToHex{block);
}
DataForm. Text.value=CI;
J\..I:L: V.A)‘JL,QA‘ QJ}; 4\.’LA).>LA Bs ojw j§‘
if (DataForm.chk3IGN. checked)
{
var CI='';
var FPL=DataForm.3ign.value;
var block = mew Arrav{le});
for {var i=0;i<=Math.floor{{PL.length-1) /l&} ;i++}
{
for{var j = 0; j < 16; J++)
block[3] = (i%16+3>PL.length?0:PL.charCodeit{iv16+3))
AE% Encrypti{block, FndKey):
CI+=bytedrrayToHex {block) ;
}
DataForm. 5ign.wvalue=CI;
}
AES Doned) s
}

S s S e ealinad openssl C\js Sos e S 53 @eily il Jiaes Lasllgs &S S50
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<%

set cn=server.createochject("ADODE. conmection™)
cr. open A0Lenl

if redquest("Level™)="next” then

SQL="INSERT INTO tbhMails| SenderIDl, ReceiwverID, ZJubject, Body, 3igm, AsKey, Jecured, Signed)”s _

"WALUES ("sdeasion( " UserID™) &, "aRequest ("rec™)&", '"earequest("iubject”)s"!, 'Merequest("Text e a_
T request (Tl e
request("Eey™) & 0" srequest ("chk3ECRET™) & 0" srequest ("chk3IGH " ) &) "

Fet ra=ch.execute |(3S0QL)

end if

2l

Inbox.asp

asl sl s

._gJ\_“l_;J sle 4l

Ll 2| e Uil a3 | [y | sz

»= | =l |2008-06-10 00:00:00|digital signature|somayeh khoshnood

»=> | x> [2008-06-10 00:00:00 welcome | yeh khoshi d
o

I sl Jaf,aja Sgiokils gl ael &S S5 )3 Lgd ool Aulel e ol Bl sla al

J}JL;A C‘)L>- Bold

wl 8158 Ssus il Ol Lasl Olg o al SLaS5L 5o Al Sls Lasllgs wl a8 S50 s

Sd geooals OLi Jloyl asb Inbox s Wil silis (S

<%

Set cn=serwver.createcbject|"ADODE. connection™)

set nl=server.createohject|"Novindfrar,clsLocalDewice™)

ch.open SQLenl

SQL="SELECT thMails.ID, thMails.Subject,tbMails.Secured, thMails.3igned, thMails.CreateDate,s
I" thMails.Readed, thPersons.FName, thPersons.LNane & _

"FROM thMails INNER JOIN thPersons ON thMails.3enderID = thPersons.ID "& _

"WHERE tbMails.BReceiwverID = "ssession("UserID™)&"™ order by Createlate desc™

Zet rs=cn.execute(30L)

while not rs.eof
E
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